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Hvao er hakkatafla

Gagnagrindin a bak vio Dictionary, Map,...

Java: HashMap
Python: dict(), {}
Ruby: Hash
C#: Dictionary
Objective-C: NSDictionary
% C++11: unordered_map
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Hakkafall tekur inn streng og skilar heiltolu

Hakkataflan er fylki af tengdum listum, hakkafallid segir til i
hvada lista a ao leita

»aad ——»

h(“abc”) = 42, geymdur i hélfi 42 mod 5 = 2
h(“abb”) = 12, fer lika i holf 2
h(*aaa”) = 30, geymt i holfi O

»abc »abb ——
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Af hverju hakkatoflur
« Hradvirkari en tre, serstaklega fyrir strengi

 Einfaldari minnisadogangur

« Tré purfa samanburd , “aab” < “abc”
— skodar allan strenginn
— strengir geta geymt hakkagildio
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Fraedl
« Ef inntakio er vel dreift eda hakkafallido gott

Fastur fjoldi adgerda, O(1)
fyrir put, get, delete

« Fjoldi holfa jafn fjolda staka, ad meoaltali 1 stak
& I hverjum lista.
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“In theory, there is no difference

between theory and practice.

But In practice there is.””
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Ef?

* Ef hakkafallis er gott er stort ef
— Hvao pyadir gott?
— Hver akvedur hvad er nogu gott?

« pad eru til gooar fraedilegar skilgreiningar
— enginn notar paer
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Arés a reiknirit
 EinfOld uppsetning, vio vs. netpjonn
* Netpjonn leysir vandamal

— t.d. tekur vido HTTP fyrirspurn

* Vio veljum inntak til ad pina netpjoéninn eins

mikid og vid getum

—viljlum hamarka CPU tima sem netpjonn eyadir an
pess ad reyna mikid a okkur
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Aréas & hakkatoflu
* Veljum versta mogulega tilfelli.
Finnum n lykla sem hafa allir sama hakkagildi
Timi per lykil O(n)
 Heildartimi O(n?)
* Vinna fyrir okkur O(n)

0 " S| T— ... — S| —

n-1
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Hvernig aras?
* Finnum netpjén sem keyrir kerfi, t.d. PHP

« Kikjum a kdéoann https://github.com/php/php-src

* Allar $ POST breytur eru geymdar i hakkat6flu
— Finnum marga lykla sem allir hakkast i sama gildio
— Finnum hvada hakkafall er notad i kddanum
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Hakkafoll
« PHP4, ASP.NET nota DJBX33X

Java (eldri utgafur) nota DIJBX31A,
PHP5 svipad og Java

* Tiltblulega einfalt ad radast a pessi foll
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DIJBX31A i Java

hashCode

public int hashCode()
Returns a hash code for this string. The hash code for a string object is computed as

s[0]*31"(n-1) 4 s[1]%#31"°(n-2) + ... + s[n-1]

hash = 0;
for (int i=0; i < s.length; i++) {
hash = 31l*hash + s[i];

N
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[
DIBX31A

hashCode

public int hashCode()
Returns a hash code for this string. The hash code for a string object is computed as

s[0]*31"(n-1) 4 s[1]%#31"°(n-2) + ... + s[n-1]

‘A'=65,B'=66, a’=97
h(“BB”)=31*66+66 = 2112
h(“Aa")=31*65+97 = 2112

3‘{{3’«5
R
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h(“BBBB”) = 312 * h(“BB”) + h(“BB”)

h(“BBAa”) = 312 * h(“BB”) + h(“Aa”)
BBBB, BBAa, AaBB,AaAa hafa sama hakkagildi.

e 2N beetl

« 2" mogulegar samsetningar med sama hakkagildi
« Einum of audvelt.
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DJBX33X

* Notar 33 1 stad 31 fyrir margfoldun
* Notar XOR | stao +

hash = 5381
for(int i=0; i < s.length; i++) {
hash = (33*hash)”*s[i];
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Erfioari aras

« Jafnvel pott “BB” og “Aa” fai sama hakkagildi pyoir
ekki ad “BBBB” og “AaBB” fai sama hakkagildi.

* Notum “meet in the middle” aras
— Skiptum inntakinu i tvennt, fyrri hluta, x og sidustu 3 stafi s.
— lokanidurstadan akvardast af h(x) og s.

— Ef vid viljum fa nidurst6duna 0 og hofum s (t.d. “AAA”) pa
5, getum vid reiknad okkur aftur & bak
N



I
Afturabak

h, er hakkagildio eftir i skref
h; = (33*h;y) " 5

h*s, = 33*h, Il s*s; = 0, styttist Ut

1041204193 *(h;* s;) = h, 4 [Imargféldunarandhverfa
mod 232

HASKOLI ISLANDS



Uppflettitafla

« Buum til uppflettitdflu fyrir alla 3 baeta strengi

— setjum h_ =0 og reiknum aftur & bak 3 stafi

— utkoman (35929,”abc”) segir okkur ad ef h(x)=35929
ba er h(x+"abc”)=0

— Veljum x af handahoéfi og vonum ad utkoman sé i
toflunni
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Meet in the middle

« 3 baeta uppflettitafla, 224 gildi af 232 moégulegum
utkomum, 32 milljon stok

 Likurnar a ao finna eitthvaod i toflunni eru ca 1/256

« Getum fundid marga lykla sem hakkast i gildid O
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Meet In the middle

35901 | “dre”

h(*AXYBFL”) = 35929 < el o e
35929 | “xfy” — h(“AXYBFLxfy”) = 0
35947 | “try”

N
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Fioldi lykla

« Default stilling & php
— 8 Mb takmark a POST
— 10 beeti per lykil, getum sent fullt af lyklum
— 8 Mb inntak = 288 min CPU timi
— 1 Mb inntak 2 4 min CPU timi
— 500 K inntak 2 1 min CPU timi

« burfum ekki ad senda mjog mikid til ad halda
netpjoninum uppteknum.

Y
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Lausnir?

 Heetta ad nota hakkatoflur?

Nota hakkatré, skipta ut tengdum listum fyrir tre
ef peir verda langir (flokin Utfaersla)

 Betri hakkafoll?
« Takmarka steero a POST eda inntaki
« Takmarka keyrslutima per fyrirspurn
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Slembin hakkafoll

« Hakkatoflur eru ut um allt, betra ad skipta ut
hakkafOllunum

 Slembin hakkafoll nota handahofskenndar tolur
MurmurHash3 x86 32 (const void * key,
int len,

uint32_t

void *out) ;

=g Veljum seed af handahofi i byrjun, erfitt ad radast a.
s%‘é,
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Slembin hakkafoll

 Ekki tofralausn
— MurmurHash3 hefur verio brotid
—vel valid inntak leetur seed styttast Ut

« Besta lausnin i dag
— SipHash
— Orlitid haegara en MurmurHash3
~ — Mun erfidara ad brjota
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Stadan i1 dag

Java 7u40 skipti yfir i MurmurHash3, parf auka
stillingar vio startup a java

NET notar Marvin32, enginn kdai til en virdist
naegt ao brjota

« Ruby skipti yfir i SipHash

 PHP notar enn DJBX33X
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Heimadaeemi

Finnid alla stadi i kbdanum ykkar par sem
hakkafoll eru notud fyrir gégn fra notendum.

Imyndid ykkur pad versta sem gaeti gerst.
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